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Novel contributions
• Image clustering on the basis of camera fingerprints.

• Complexity reduction.

• NC>> SC problem addressed.

Experimental results
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RCIC, RCIC-A, FICFO and FICFO-A Algorithm

CFIC Algorithm

Comparison

• Dresden, 53 cameras

• D2: 25 cameras, with 20, 30, 40, 50 and 60 Images

• D4: 50 cameras, with 10, 15, 20, 25 and 30 images

• All images are center cropped to 1023 x1023

• 𝑃 =
σ𝑘(𝑚𝑎𝑥𝑗 𝑐𝑘∩𝜔𝑗 )

σ𝑘 𝑐𝑘
R=

σ𝑗(𝑚𝑎𝑥𝑘 𝑐𝑘∩𝜔𝑗 )
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• 𝐹 = 2 ×
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Fig 4. P, R, F-measure and Cr of RCIC, RCIC-A, FICFO and FICFO-A algorithms using natural images by varying  SC and fixed NC=53

(a) RCIC and RCIC-A                                              (b) FICFO and FICFO-A                       (c) Cr 

Fig 5. P, R, F-measure and Cr of RCIC, RCIC-A, FICFO and FICFO-A algorithms using varying NC and fixed SC=20

(a) D2 (b) D4                              (e) Cr on D2 and D4 
Fig 8. Comparison of image clustering algorithms

(a) P, R, F-measure                                                                 (b) Cr               (c) No. of NCC  

Fig 6. P, R, F-measure, Cr and No. of NCC of CFIC algorithm using natural images by varying SC and fixed NC=53

(a) P, R, F-measure                                                                                  (b) Cr    

Fig 7. P, R, F-measure and Cr of CFIC algorithm using NC and fixed SC=20

Research Problems/Challenges and Objective
▪ Problem: clustering images according to the source device. The clustering done without any prior information

about

▪ The souce camera

▪ Number of source cameras

▪ Number of images captured with an individual camera

▪ Challenges:

▪ High I/O and computational cost

▪ Large memory requirements

▪ Number of clusters (NC) >> size of clusters (SC)

▪ Objective: simple algorithm with reduced complexity

▪ Side Project: Along with camera identification and clustering, some work is done in the field of data hiding and

an ACO based data hiding in edges technique is implemented at the start of the PhD studies.

Research context and motivation
▪ Digital images have brought tremendous changes in human life

▪ Documenting news

▪ Sharing life events on social media

▪ Providing evidence in the court of law

▪ At the same time, forensic analysis of images faces various problems

▪ Source identification

▪ Tampering detection

▪ Grouping according to a common source

▪ Unique camera fingerprints can help solving the above-mentioned tasks

▪ Each acquisition device leave unique intrinsic trances

▪ Photo Response Non Uniformity (PRNU) is the more relevant among them

▪ PRNU is unique, stable and multiplicative in nature

Methodology 
RCIC Algorithm:

Initialize

• Set of unclustered fingerprints M

• k=1

Repeat

• Randomly select a fingerprint as reference RFk and 

assign it to cluster Ck

• For each unclustered fingerprint Fi

• Compute NCC ρ between RFk and Fi

• If ρ ≥ T, the fingerprint Fi is assigned to a cluster Ck,

otherwise Fi is left unclustered

• k=k+1

Until all fingerprints are assigned to a cluster Ck

• Ranking index computation

• 𝑅𝐼 = 𝐺
1

𝛼 × (1 − 𝑆)

1

𝛽 × (1 − 𝑇)

1

𝛾

• G is the average gray level, 𝑆 is the saturation level, 𝑇
is the texture. While, α, β and γ are the factors defining 

the contribution of 𝐺, 𝑆 and 𝑇, respectively

• Fingerprints ordering: The fingerprint are arranged in 

the descending order of 𝑅𝐼.

• 𝑀𝑜 = 𝑆𝑜𝑟𝑡𝐷𝑒𝑠𝑐𝑒𝑛𝑑(𝑀, 𝑅𝐼)

• Clustering:

• Select the best fingerprint i.e. first one, as reference 

RFk.

• Use the baseline clustering algorithm i.e. RCIC, to 

cluster the fingerprints.

Until all fingerprints are assigned to a cluster Ck 

• For each Ck and average reference fingerprint ARFk is

computed by averaging all the fingerprints in Ck and

normalizing the result to zero mean and unit norm

• k=1

Repeat

• Randomly select one non-merged ARFi as reference 

RFk

• For each non-merged ARFi

• Compute NCC ρ between ARFk and Fi

• If ρ ≥ T, merge ARFk and RFk clusters, other wise left

ARFi non-merged

• k=k+1

Until all ARFk corresponding Ck are either treated as RFk

or merged with some other cluster

• Fingerprints Reduction:

• 𝐹𝑑 = 𝐷𝑒𝑐𝑖𝑚𝑎𝑡𝑒(𝐹, ሶ𝑑)

• 𝐹𝑟𝑝 = Ψ ∗ 𝐹𝑑

• 𝐹𝑟 = ൞

+1 𝑖𝑓 𝐹𝑟𝑝(𝑖) > 𝛿𝜌

0 𝑖𝑓 − 𝛿𝜌 ≤ 𝐹𝑟𝑝(𝑖) ≤ 𝛿𝜌

−1 𝑖𝑓 𝐹𝑟𝑝 𝑖 < −𝛿𝜌

• Sorting of fingerprints (𝐹 and 𝐹𝑟) in descending order

of 𝑅𝐼

• Clustering: Uses 𝐹𝑟 and RCIC as a baseline to get Ck

• Fine clustering: Merged the full fingerprints of each

cluster Ck and standardize the merged fingerprints to

zero mean and unit norm.

• Refine the clusters using the process explained in 

attraction.

Basic Concepts
▪ Fingerprint Estimation: Estimate and Standardize caemra fingerprints

▪ 𝑀 = 𝐹𝑖 𝐹𝑖 = 𝜑 𝑋𝑖 − 𝐷 𝑋𝑖 , 𝑖 = 1, 2, …𝑛

▪ 𝐷(. ) is the denoising function

▪ 𝜑(. ) normalize to zero mean and unit norm

▪ NCC Computation: The NCC between 𝐹𝑖 and 𝑅𝐹𝑘 each of size 𝑑 is

▪ 𝜌 𝑖 =
1

𝑑
σ𝑗=1
𝑑 𝑅𝐹𝑘 𝑗 𝐹𝑖[𝑗]

▪ Threshold Compute: The threshold 𝑇 using the desirable 𝑃𝐹𝐴 is

▪ 𝑇 =
2

𝑑
𝑒𝑟𝑓𝑐−1(2 × 𝑃𝐹𝐴)

▪ If 𝜌 between 𝐹𝑖 and 𝑅𝐹𝑘 is greater than or equal to 𝑇 then they belong to the same camera
Fig 3. Fingerprints matching

Fig 2. Image clustering

Fig 1. Camera fingerprint

RCIC Algorithm

FICFO Algorithm

Attraction

CFIC Algorithm

The BCFIC and LSC are state-of-the-art image clustering algorithms 


