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Novel contributions

= Dlgltal images have brought tremendous Changes in human life A 5y o |mage C|ustering on the basis of camera fingerprintsl
= Documenting news ¥ ‘Lo ||« Complexity reduction.
= Sharing life events on social media « NC>> SC problem addressed.
=  Providing evidence in the court of law

= At the same time, forensic analysis of images faces various problems
= Source identification
= Tampering detection

Experimental results
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. nigue camera fingerprints can help solving the above-mentioned tasks +  D2: 25 cameras, with 20, 30, 40, 50 and 60 Images P = S lckl R= S )]
= Each acquisition device leave unique intrinsic trances Fig 1. Camera fingerprint ] o e o : 3
= Photo Rgsponse Non Uniformity ?PRNU) IS the more relevant among them . D4'-50 cameras, with 10, 15, 20, 25 and 30 images © F=2X (ixi) Cr= ngn =
S N T « All images are center cropped to 1023 x1023 (P+R) xte
= PRNU is unique, stable and multiplicative in nature

= Problem: clustering images according to the source device. The clustering done without any prior information

about

=  The souce camera

=  Number of source cameras

=  Number of images captured with an individual camera
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= Number of clusters (NC) >> size of clusters (SC) <§>

. Obj ective: simple algorithm with reduced Complexity Figj\éfffiﬁrﬁagéféflﬁétgring Fig 4. P, R, F-measure and Cr of RCIC, RCIC-A, FICFO and FICFO-A algorithms using natural images by varying SC and fixed NC=53
= Side Project: Along with camera identification and clustering, some work is done in the field of data hiding and G T — — 12
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an ACO based data hiding in edges technique is implemented at the start of the PhD studies. w /r 0w e = . 10
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Basic Concepts — P

» Fingerprint Estimation: Estimate and Standardize caemra fingerprints - - ’
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= NCC Computation: The NCC between F; and RF;, each of size d is /) (a) RCIC and RCIC-A (b) FICFO and FICFO-A (c)Cr
u p(i) — 1 ?—1 RF, U]Fi [/] Fingorprint ~— Fig 5. P, R, F-measure and Cr of RCIC, RCIC-A, FICFO and FICFO-A algorithms using varying NC and fixed SC=20
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» Threshold Compute: The threshold T using the desirable PFA is Soure
— 2 - 1 Different Sources
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. « For each Ck and average reference fingerprint ARFK is oomo R woeoo s e s 0 4 50 6 0 s %
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Initialize _ _ computed by averaging all the fingerprints in Ck and —P R o Fomescure .—C
* Set of unclustered fingerprints M normalizing the result to zero mean and unit norm T
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Repeat Fig 6. P, R, F-measure, Cr and No. of NCC of CFIC algorithm using natural images by varying SC and fixed NC=53
« Randomly select a fingerprint as reference RFk and Repealt
assign it to cluster Ck « Randomly select one non-merged ARFi as reference Mi / 11.
« For each unclustered fingerprint Fi RFK o e
« Compute NCC p between RFk and Fi - For each non-merged ARFi s \//__// :
* If p>T, the fingerprint F1 1s assigned to a cluster Ck, || ¢ Compute NCC p between ARFk and Fi 075 su
otherwise Fi is left unclustered * If p>T, merge ARFk and RFk clusters, other wise left - .
« k=k+1 ARFiI non-merged 06 5
Until all fingerprints are assigned to a cluster Ck o k=k+1 - j
Until all ARFk corresponding Ck are either treated as RFK R R e 0o msom o aw s
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pe B v J ) Fig 7. P, R, F-measure and Cr of CFIC algorithm using NC and fixed SC=20
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« G isthe average gray level, S is the saturation level, T Fd W s F (F,d)
IS the texture. While, a,  and y are the factors defining p = ¥ *ld ”
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the contribution of G, S and T, respectively ( +1 if F.,(i) > 6p . 1 )
 Fingerprints ordering: The fingerprint are arranged in | |+ E. =<0 if —o6p<F,({)=<dp v v “
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Uster the Hingerprints. zero mean and unit norm. (a) D2 (b) D4 () Cr on D2 and D4
attraction The BCFIC and LSC are state-of-the-art image clustering algorithms
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