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Research context and motivation Novel contributions

Unauthorized access to sensitive data calls for techniques to protect the security of the
devices

* Ageneric novel architecture that:
« map’s enrolled users to a specific distribution in the latent space
* map’s unenrolled users far from it

Traditional authentication methods:
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Biometric authentication methods:

. @ ‘ Adopted methodologies

 Using adversarial model (GAN) to enforce desired distributions: AuthNet
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* A generic modular architecture, that can work for different biometries o
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* Anovel framework for biometric authentication based on deep neural networks One-hot vector,|
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Addressed research questions/problems

In today’s connected world the risk of unauthorized access to sensitive data is increasing,
leading to an increase in the importance of security
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« Using statistical distance model (KL divergence) to enforce desired distributions: RegNet

Encoder [18 layers ResNet ]

have well-defined boundaries

. . , | |* Using Siamese networks to compute the distance between faces: BioMetricNet
 need to find a novel deep learning based approach for biometric
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 Explore BioMetricNet - novel architectures, fair comparisons

Computational efficient, generic, robust to adversarial attacks

 Robust multi class classification analysis

Submitted and published works

 Modifying proposed architectures for adversarial attacks robustness
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