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Research context and motivation

« The Quantum Era is approaching thanks to researchers from all over the world that are
working hard to make this future the present. The improvement in the computational
capabilities that such computers could bring is huge and could solve problems that
nowadays seems impossible, but the drawbacks could be that effect on the security of
algorithms that we adopt.

 Post Quantum Cryptography (PQC) aims to provide a solution to this threat by proposing a
new class of algorithms for Asymmetric Cryptography and Key Encapsulation that are
Quantum Secure.

 The most know NP-hard problems are Code-based Crytosystems, Lattice Based
Cryptosystems and recently cryptosystems based on Isogenies.
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Addressed research questions/problems

* The research addressed mainly the FPGA/ASIC implementation of primitives from Code-
based Post Quantum Algorithms.

« The Code-based proposals (LEDAcrypt/BIKE) adopts QC-LDPC/MDPC (Quasi-Cyclic
Low/Moderate Density Parity Check) codes, thanks to their structure and dimension it is
possible to efficiently compute the primitives. The drawback is the presence of polynomial
with a huge dimension, (>10*4), which makes most of techniques adopted to process
these variable, infeasible in most of the applications.

* The Encryption and Decryption adopts as Secret Key (SK) the Parity Check Matrix for the
Decryption and the as Public Key (PK) the Generator Matrix is employed for the
Encryption:
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* The most common operation is the multiplication by a QC matrix with full density in case of
Encryption and Moderately Sparse for the Decryption.

 Such product can be handled in different ways, but with the state of art of multipliers the
execution time and area occupation of the Architecture makes in infeasible when
compared to classic algorithms.

 The second open problem for these architectures, is their security. The algorithms provide
the security towards known attacks that guess the SK from the PK, but a different method
can be applied to break the asymmetry. Side-channel attacks can be applied to a chip
running a primitive and thanks to their measures of execution time and power consumption

Cryptography

Kristjane Koleci

Supervisors: Profs. Maurizio Martina, Guido Masera

Novel contributions

* The Encryption and Decryption have been implemented with a rotation-based multiplier,
which is efficiently scalable to different parallelisms in the processing.

mmmmmmmmmmmm

|
51 uPe
0.25 rrﬂ':deai I Syndrome Upt
. [ ] Error Update
‘ .- ’l N - a
0.2 . | ﬁ4_
i - o] | é
& ’ 1 |
g 0151 B | | E
é i . - G E3F i
: I - | f E
& 01 - 7 L _ E
< BT e o ?
................. : -
i FT TSP = * |
...... e
o B4 \ | *
816 32 64 - )
Parallelism [
0 .
8 16 128 256

32 64
Parallelism

* The architecture has been tested towards a kind of Side-channel Attacks with the study of

the simulated power traces of the netlist while the decryption has been run.

 The second main contribution, was the use of and NTT based multiplier in
LEDAcrypt/BIKE. This was meant to prove that a convolution-based multiplier usually
adopted Lattice-based Cryptosystems is easily adaptable to our case, making such an
architecture the core of the PQC Processing for multiple proposals.

can easily derive the SK.
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Adopted methodologies/Results

 The product with a vector by a Quasi Cyclic Matrix has been studied and handled as an
improved Schoolbook multiplier for sparse and dense vectors.
« The NTT-based multiplier implemented as it is with additional complexity reduction for

sparse polynomials, turned out no to be the most N/2-1 |

efficient way to compute such products, but the ¥ = ; #(2j)a®" mod P
Decoder processing has been slightly modified N/2—1

to make it competitive with the other proposals. + ZO 2(2j + 1)a® % mod P

* The quantities are computed in the number domain in order to reduce the time lost during
the two consecutive transform/antitransform, the possibility to perform some computations
in the number domain is possible thanks to the properties of the transform.
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* The simulated Side-channel Attack applied to the Schoolbook multiplier of the Decoder,
with the use of Synopsys Prime Time, Modelsim and a mathematical model written in
Matlab allowed to derive the power consumption during the decryption and correlated it
with the expected value, this process resulted successful in the derivation of the Secret
Key.
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 The Schoolbook multiplier for Code-based PQC is going to be improved in order to reduce
the effect of Side-channel attacks and study potential leakages of the new design.

* The same attack can be applied to the NTT-based multiplier, to show possible problems
and overcome them.

* In the end, the NTT-based multiplier, up to now, has been studied for an ASIC and FPGA
implementation, in the following this is going to be included in a RISC-V processor in order
to have a starting point to develop a processor suitable for multiple PQC primitives.
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