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Novel contributions
• We propose a novel method for generation of sound-squatting candidates.

• We find a neural representation to mapping from International Phoneme Alphabet (IPA),
English written symbols (grapheme) and actual pronunciations.

• We propose a Post Processing method that extracts from the Transformers not only the
best output, but also acceptable outputs accessing the quality and introducing variability.

• We propose a proactive search using AI-generated candidates extending the start-of-
art that uses staticly built lists retrieved from known homophones.

Addressed research questions/problems

• How to proactivelly generate sound-squatting candidates with AI?
• Can we learn a phoneme representation that considers sound features?

• Can we automatically validate the homophone generation?

• Can we generate more than one candidate from the same target maintaining quality?

Research context and motivation
• One common attack is domain squatting,

which occurs when attackers register
perceptively confusing domain names
aiming at tricking visitors into them.

• Sound-squatting has gaining traction with
the advent of smart speakers and voice-
assistants.

• The state-of-art in detection uses
statically built lists of homophones.

• We hypothesize Artificial Intelligence can
produce more comprehensive sound-
squatting candidates and be used as an
automatic method for sound-squatting
generation and detection.

Adopted methodologies
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• We employ Transformer models to translate from International Phoneme Alphabet
(IPA) to English (from Phoneme to Grapheme).

• The model learns how to map the IPA tokens into an audio dependable
representation.

• The methodology for searching domain squatting consists of generating candidates
from high profile domains and actively verifying if these domains are being abused.

Preliminary Results

• To validate the method, from a list
of 2279 set of homophones we
generated 66017 candidates out of
which 84.17% (4885) are in the set
of known 5804 homophones.

Domain Candidates

google googal, gougal, gougle, googall, gugal

youtube utube, uteube, yutube, yootube

facebook phasebook, phacebook, facebooke

Phoneme Neural Representation Space

Distance in this space 
is proportional to the similarity 

in the pronunciation

Future work
• We will extend our methodology for other languages

which is not trivial due to phoneme gaps.

• We also plan to inspect the occurrence of sound-
squatting to other contexts, such as: python packages
and smart speaker voice commands.


